
Exercising Your Right to Privacy: An
Educational Guide

In today's hyper-connected world, maintaining privacy and anonymity is more challenging than ever. 
The conveniences offered by digital technologies come with significant trade-offs in terms of data 
collection, surveillance, and tracking. Every action—whether connecting to a Wi-Fi network, using a 
mobile phone, or signing up for an online service—leaves a trail that can be traced and exploited.

This guide aims to provide practical advice for protecting your personal information in a landscape 
dominated by surveillance, corporations, and cyber threats. While some of the concepts discussed 
require technical understanding, the resources provided offer deeper insight for those interested in 
fortifying their privacy. From secure operating systems and alternative communication tools to 
minimizing mobile phone tracking, the strategies outlined here help you regain control of your digital 
life.

Assume Your Devices May Be Compromised
It's wise to operate under the assumption that your computer or device might already be compromised
—referred to as being "pwned" in tech slang. Embracing this mindset encourages heightened vigilance 
and caution when handling sensitive information. You should avoid entrusting your devices with data 
that could jeopardize your privacy or anonymity without proper security measures in place. By 
assuming potential compromise, you're more likely to take proactive steps to secure your systems and 
protect your personal information from unauthorized access.

Start Fresh: Install a Secure Operating System

For Windows Users: Switch to GNU/Linux
If you're currently using Windows, consider replacing it with a secure, open-source alternative like 
GNU/Linux. It’s been proven that there are collaborations between major software companies and 
government agencies, as highlighted by documents leaked by Edward Snowden. Proprietary software 
like Windows cannot be independently audited for security and privacy assurances, making it difficult 
to verify what the software does behind the scenes. In contrast, Free (as in Libre) and Open Source 
Software allows for public scrutiny of the code, ensuring transparency and enabling users to confirm 
that the software respects their privacy. Consider installing a GNU/Linux distribution like Debian on 
your computer. Debian is user-friendly for beginners and benefits from the transparency of FOSS 
software.

Download Debian: https://www.debian.org/

https://en.wikipedia.org/wiki/Free_and_open-source_software
https://www.debian.org/


Installation Guide
Follow a reputable guide to install Debian on your device. During installation, opt to encrypt your 
operating system for added security.

Tip: If possible, seek assistance from someone experienced with Linux to ease the transition and help 
you become familiar with alternative software solutions.

For Mac Users: Limited Options
While Apple's closed ecosystem has traditionally limited the ability to install alternative operating 
systems on their devices, recent developments have opened up new possibilities. Asahi Linux is a 
pioneering project aimed at porting Linux to Apple Silicon Macs. This means that, although it may be 
challenging, you might be able to replace macOS with a privacy-respecting alternative using Asahi 
Linux. The project is still under active development, so not all features or devices may be fully 
supported yet. However, Asahi Linux represents a big step forward in giving users more control over 
their Apple hardware by allowing the installation of an open-source operating system.
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Alternative Option: Use Tails OS

What Is Tails OS?
If switching to Debian is too disruptive, consider using Tails OS, a live operating system that runs from
a USB stick. Tails focuses on privacy and anonymity, leaving no trace on the computer you use.

Learn More: https://tails.net/

Tutorial
Follow a tutorial to get started with Tails OS:

• Tails Linux 6.6: Ultimate Privacy & Security Guide  

Conventional Security Measures May Not Suffice
Even with careful adjustments to network configurations on proprietary operating systems like 
Windows or macOS, conventional security measures may not be enough to protect your privacy. These 
operating systems are closed-source and proprietary, meaning their underlying code is not available for 
public scrutiny. As a result, users cannot verify whether the system includes undisclosed features or 
backdoors that could compromise privacy or allow the operating system to "phone home." Relying on 

https://youtu.be/vXzy2ngtuhM
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adjusting settings within these systems does not guarantee complete control over their behavior or the 
protection of your personal data.

Transitioning to FOSS operating systems like GNU/Linux distributions (e.g., Debian) can contribute to 
better privacy and security. FOSS software allows for community auditing and transparency, reducing 
the likelihood of hidden vulnerabilities or unwanted data transmission.

Standard antivirus programs are ineffective against sophisticated malware used by powerful 
adversaries. These advanced threats can remain undetected, rendering conventional security measures 
insufficient. Antivirus software typically relies on known malware signatures and may not detect novel 
or customized attacks designed to evade detection.

Using tools like the Tor Browser or a VPN to protect your online activities also has limitations. While 
these tools encrypt your internet connection and can help protect against certain types of surveillance, 
they cannot secure a device that has been compromised at the system level. If malware or spyware is 
present on your device, it can monitor your activities regardless of network encryption, capturing 
keystrokes, screenshots, or other sensitive information before encryption is applied.

Moreover, free VPN services should be avoided, as they can log your activities and compromise your 
privacy. Some may even sell your data to third parties. It is crucial to research and select a VPN 
provider with a proven commitment to user privacy and a transparent no-logs policy.

Encrypting your operating system secures your local data, protecting it from unauthorized access if 
your device is lost or stolen. However, this does not encrypt your online activities. Your internet traffic 
remains vulnerable to interception and surveillance unless additional measures are taken. To protect 
your internet traffic, you need to use tools that encrypt your connections, such as the Tor Browser or a 
reputable VPN service. The Tor Browser encrypts connections within the browser and routes your 
traffic through a network designed to anonymize your activity. A VPN encrypts all internet traffic from 
your device, not just browser activity.

Why Running GNU/Linux in a VM on a Proprietary OS Won't 
Protect Your Privacy
Running a Linux virtual machine (VM) using software like VirtualBox on a proprietary host operating 
system won’t provide much privacy protection. This is because if your host system is compromised, 
your entire setup, including the Linux VM, is vulnerable. Even though the VM itself may be running an
open-source and privacy-focused OS, it still relies on the host, which could be leaking data or exposing
vulnerabilities.

Why It Doesn't Work:

• Host Compromise: If the host system (e.g., Windows or macOS) is already compromised in 
terms of privacy, the Linux VM running within it cannot fully isolate your activities. 
Keyloggers, network monitoring, and other vulnerabilities present on the host can easily affect 
the virtual machine.



• Shared Resources: VMs rely on the host's hardware (e.g., network, storage, CPU), meaning 
any compromise of the host will also potentially compromise the data flow and integrity within 
the VM.

The Inverse is Different:

If the roles are reversed—where the host is a secure Linux environment and a proprietary OS runs 
inside a VM—the privacy situation may improve somewhat, as the Linux host can act as a barrier and 
limit what the VM can access.

That said, not all virtualization software is created equal. Tools like VirtualBox and similar general-
purpose hypervisors have a history of security issues and weaker isolation. I do not recommend using 
VirtualBox or comparable solutions if privacy is a priority.

• https://wiki.debian.org/VirtualBox  

• https://www.whonix.org/wiki/Dev/VirtualBox  

• The Insecurity of VirtualBox  

Why QubesOS Makes Sense:

This is where QubesOS shines. QubesOS is designed with compartmentalization at its core, isolating
activities into separate "qubes" (virtual environments), each with its own security boundaries. Even if 
one qube is compromised, it won't affect the others, providing a high level of security and privacy.

However, QubesOS comes with a learning curve. To utilize its compartmentalized structure, users need
to familiarize themselves with how the different qubes function and manage their data securely across 
them.

For those seeking an advanced privacy solution, QubesOS offers a system where isolation and security 
are built-in, making it far more effective than running a privacy-focused OS inside a VM on a 
potentially insecure host.
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Secure Your Network Equipment

Update Your Router
Outdated routers can be major vulnerabilities in your network security. Cyber adversaries, including 
sophisticated organizations like the NSA, exploit security flaws in routers to gain unauthorized access 
to networks. As one report highlights:

"...The NSA's focus on routers highlights an often-overlooked attack vector with huge 
advantages for the intruder…"

Source: NSA Laughs at PCs, Prefers Hacking Routers and Switches

Consider Open-Source Router Firmware Alternatives
Using open-source router firmware can improve security and provide additional features not available 
in stock firmware. Open-source firmware is developed by a community of developers and is often 
updated more frequently to address security issues.
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An Interesting Take on Plausible Deniability: Bruce Schneier’s Open Wi-Fi
While securing your Wi-Fi network with strong encryption is the standard advice, there’s an interesting 
perspective on plausible deniability from renowned cryptography expert Bruce Schneier. In a 
somewhat unconventional approach, Schneier chooses not to use a password on his Wi-Fi, effectively 
running an open network.

Why an Open Wi-Fi Network?

Schneier argues that by having an open network, anyone could theoretically access the internet through 
his connection, providing a layer of plausible deniability. If there is ever any malicious activity traced 
back to his network, he can argue that he wasn’t necessarily responsible, as anyone in the vicinity could
have used the open Wi-Fi. This stance turns the tables on conventional thinking about personal network
security.

From Schneier’s point of view, leaving the Wi-Fi open:

• Defuses Responsibility: In a world where almost everyone locks down their networks, being 
the exception provides an interesting legal defense—proving who actually accessed the network
becomes difficult.

• Public Service Mindset: Schneier also sees it as a form of community service, sharing internet 
access with those who might need it in his area. In his view, restricting access to something as 
common as an internet connection doesn't align with the open ethos of the internet itself.

https://www.pcworld.com/article/2072976/attention-the-5-most-dangerous-wlan-attacks.html
https://www.privacyguides.org/en/router/
https://www.wired.com/2013/09/nsa-router-hacking/


Is This a Good Idea for Everyone?

While Schneier's reasoning is compelling, it’s important to recognize that this approach is not ideal for
most people. Open networks come with alarming risks, including:

• Security Concerns: An open Wi-Fi network can be easily exploited by malicious actors who 
can intercept unencrypted traffic or launch attacks on connected devices.

• Legal Risks: In some regions, you can still be held liable for illegal activity conducted over 
your network, regardless of whether it was you or someone else using the connection.

• Data Privacy: Leaving your network open can expose your own browsing and connected 
devices to potential snooping or hacking.

Plausible Deniability vs. Security:

Schneier’s open Wi-Fi approach highlights an interesting conflict between plausible deniability and 
active security measures. In scenarios where deniability might be more advantageous (e.g., to avoid 
being implicated in the actions of others using your network), this approach has some merit. However, 
for most users, the risks outweigh the benefits. Using strong encryption, such as WPA3 for your Wi-Fi, 
remains the best practice for protecting your network and devices.

For those interested, Schneier explains his reasoning further in his blog post: My Open Wireless 
Network.

While this idea may not suit everyone, it’s an insightful look into the balance between privacy, security,
and how experts like Bruce Schneier think about plausible deniability in a digital world.
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Be Aware of Advanced Threats

Physical Access and Unknown USB Devices
Sophisticated adversaries can compromise your device by installing malware through physical access 
or malicious USB devices. Protecting your computer from such threats is crucial, especially when 
traveling or working in public spaces like hotels or conferences. Here are some practical steps to 
safeguard your device:

• Avoid Leaving Your Computer Unattended: Never leave your laptop or mobile device 
unattended in public places. If you must step away, ensure it's securely locked and, if possible, 
physically secured with a cable lock.

• Be Cautious with USB Devices: Do not use unknown or untrusted USB drives or peripherals. 
Malicious USB devices can deliver malware, including firmware-level attacks that are difficult 
to detect and remove.

https://en.wikipedia.org/wiki/Plausible_deniability
https://legaldictionary.net/plausible-deniability/
https://www.schneier.com/blog/archives/2008/01/my_open_wireles.html
https://www.schneier.com/blog/archives/2008/01/my_open_wireles.html


• Use Firmware Passwords: Set a BIOS or UEFI password to prevent unauthorized users from 
modifying firmware settings or booting from external devices.

• Keep Firmware Updated: Regularly update your device's firmware to patch security 
vulnerabilities that could be exploited by attackers.

Understanding the risks associated with physical access and unknown USB devices is essential. 
Attackers with physical access can install malware at the firmware level, which is the low-level 
software that controls hardware components like your computer's BIOS or UEFI. Firmware-level 
malware poses concerning risks:

• Persistence: It can survive operating system reinstalls and even hard drive replacements.

• Undetectability: Traditional antivirus software does not scan firmware, allowing malware to 
operate undetected.

• Deep System Control: Attackers can gain extensive control over your hardware, potentially 
bypassing security measures and compromising all data on the device.

By taking these precautions, you can greatly reduce the risk of sophisticated attacks that target your 
device at the most fundamental levels.
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Internet Service Provider (ISP) Surveillance
Your online activities can be monitored and logged by your Internet Service Provider (ISP). Since 
ISPs handle all your internet traffic, they have access to extensive information about your online 
behavior. Understanding how ISPs collect and use your data is crucial for maintaining your privacy.

How ISPs Monitor and Use Your Data:

• Activity Logging and Browsing History Tracking: ISPs can record the websites you visit, the 
services you use, and the amount of data transmitted. This allows them to build a detailed 
profile of your online activities.

• Data Retention: Depending on your country's laws, ISPs are required to store this data for 
extended periods, sometimes indefinitely. They can record and analyze when and how much 
data you send or receive.

• Deep Packet Inspection: Some ISPs may inspect the actual content of data packets, not just the
metadata, potentially accessing sensitive information.

• Government Access: ISPs can be compelled to share user data with government agencies, 
without your knowledge.

https://en.wikipedia.org/wiki/Advanced_persistent_threat
https://en.wikipedia.org/wiki/BIOS#Security_risks


Using an incognito or private tab in your browser does not make your activities invisible to your ISP 
or network administrators. It only prevents the browser from storing your history locally.
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Email Security Limitations
Email is inherently insecure for sensitive communication. As Edward Snowden stated:

"Email is a fundamentally insecure protocol that, in 2019, can and should be abandoned for the 
purposes of any meaningful communication."
— Snowden's Statement on Email Security

Email service providers retain a history of IP addresses from your initial registration to your most 
recent login. They store metadata such as timestamps, sender and recipient addresses, and even subject 
lines. Providers have the right—and may be legally obligated—to furnish this information to authorities
upon request, without notifying you. Even privacy-oriented email providers must retain certain data 
due to legal requirements and technical necessities. While they may offer better security features and 
robust privacy policies compared to mainstream services, they cannot guarantee absolute privacy. Any 
data stored on their servers could potentially be accessed by third parties under certain circumstances.

To enhance the security of your email communications, consider using encryption tools like GNU 
Privacy Guard (GPG) or Open Pretty Good Privacy (OpenPGP). These tools allow you to encrypt 
the content of your emails, ensuring that only the intended recipient can read them. GnuGPG/openPGP 
works by using a pair of cryptographic keys—a public key that you share with others and a private key 
that you keep secure. When you send an email, you use the recipient's public key to encrypt the 
message, and they use their private key to decrypt and read it.

However, there are limitations to using GnuGPG/OpenPGP. Implementing these tools can be 
technically challenging, requiring a level of expertise that may not be accessible to all users. While the 
email's content is encrypted, metadata such as sender and recipient addresses, timestamps, and subject 
lines remain unencrypted and can be accessed by third parties. Securely exchanging and managing 
encryption keys is crucial; if a private key is compromised, past communications encrypted with the 
corresponding public key may be at risk. Additionally, GnuGPG/OpenPGP does not support forward 
secrecy, meaning that if your private key is compromised, previous communications could be 
decrypted.

It's advisable to access your email through a secure web browser rather than dedicated email client 
applications or mobile apps provided by email services. This reduces the attack surface by minimizing 
the number of applications that have access to your email data. Ensure that you are using HTTPS when 
accessing webmail services to encrypt the data transmitted between your browser and the email server. 

https://x.com/Snowden/status/1175437588129308672
https://en.wikipedia.org/wiki/Telecommunications_data_retention#By_country
https://en.wikipedia.org/wiki/Mass_surveillance
https://en.wikipedia.org/wiki/Internet_service_provider#Privacy


Given these inherent insecurities, be cautious with email usage. Avoid using email for sensitive 
communications whenever possible, and explore alternative methods like secure messaging apps that 
offer end-to-end encryption and better privacy protections. Be mindful of the services you sign up for 
using your email address, as registering with various platforms can create associations that expose 
more of your personal data and online behavior. Even if you use a privacy-focused email provider, 
sending emails to recipients using mainstream services like Gmail or Outlook exposes your messages 
to those providers' servers, where different privacy policies apply.

Resources:
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Browser Recommendations
Using privacy-focused browsers helps protect your online security and reduces the risk of tracking and 
fingerprinting:

Mullvad Browser
Developed in collaboration with the Tor Project, Mullvad Browser is designed to minimize tracking 
and fingerprinting. It shares the same base as the Tor Browser but is intended for use with a trusted 
VPN service like Mullvad VPN.

• https://mullvad.net/en/download/browser/  
• https://mullvad.net/en/browser  

Tor Browser
Tor Browser routes your internet traffic through the Tor network, providing anonymity by hiding your 
IP address and encrypting your connection. It includes strong anti-fingerprinting features and is 
designed for privacy-sensitive activities.

• https://www.torproject.org/  
• https://support.torproject.org/  

Best Practices When Using Privacy-Focused Browsers
To maximize the effectiveness of these browsers, follow these guidelines:

• Do Not Maximize the Window: Use the browser at its default window size. Maximizing the 
window can reveal unique information about your device's screen size, aiding in fingerprinting. 
This applies to Tor Browser and Mullvad Browser.

https://support.torproject.org/
https://www.torproject.org/
https://mullvad.net/en/browser
https://mullvad.net/en/download/browser/
https://mullvad.net/en
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• Avoid Installing Extensions: Refrain from adding browser extensions, as they can alter your 
browser's fingerprint and potentially introduce security vulnerabilities. An exception is uBlock 
Origin on Tor Browser, which is a trusted ad and tracker blocker.

• Update Regularly: Keep your browser updated to benefit from the latest security patches and 
improvements.

• https://tb-manual.torproject.org/anti-fingerprinting/  

Understanding Tor's Purpose

Anonymity vs. Privacy
Tor is designed primarily for anonymity, which differs from privacy. Anonymity conceals your identity,
while privacy focuses on protecting your personal data. Depending on your needs, Tor can provide both
to varying degrees.

Website Compatibility
Be aware that some websites may not function properly when accessed through Tor. You may 
encounter security alerts or access issues when logging into certain services due to blocked exit nodes 
or additional security checks.

Further Reading

• How Tor Works  

• How HTTPS and Tor Work Together  

• 7 Things You Should Know About Tor  

• Tor Is For Everyone: Why You Should Use Tor  

• Tor Anonymity: Things NOT To Do While Using Tor  

• The Difference Between Privacy, Security, and Anonymity Explained  

Be Aware of Cross-Browser Fingerprinting

Fingerprinting Techniques
Using multiple browsers does not automatically provide better privacy. Techniques exist that can 
fingerprint users across different browsers on the same machine by leveraging operating system and 
hardware-level features. This means sophisticated tracking methods can potentially link your activities 
even when you switch browsers.

While Mullvad Browser, and Tor Browser include anti-fingerprinting features, it's important to 
understand that no solution is entirely foolproof. Consistent use of privacy-focused browsers and 
adherence to best practices can significantly reduce the risk.

https://www.privacytools.io/guides/the-difference-between-privacy-security-and-anonymity-explained
https://hackread.com/tor-anonymity-things-not-to-do-while-using-tor/
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https://www.eff.org/deeplinks/2014/07/7-things-you-should-know-about-tor
https://tor-https.eff.org/
https://www.youtube.com/watch?v=79m7mX3rC8Q
https://tb-manual.torproject.org/anti-fingerprinting/


Study Reference:

• Cross-Browser Fingerprinting via OS and Hardware Level Features  

Privacy-Focused Mobile Operating Systems

Reconsidering Proprietary Mobile Operating Systems
Despite marketing claims, major corporations like Apple and Google prioritize their business interests 
over your privacy. Proprietary, closed-source operating systems like iOS and standard Android limit 
user control to the interface and settings, leaving underlying privacy concerns unaddressed. Even 
jailbreaking or rooting these devices does not mitigate these issues, as the core system (or components) 
remains closed-source and potentially contains undisclosed features that could compromise privacy.

Points to Consider:

• iPhones are NOT more secure than Android!  

• Don't Believe Apple's Privacy Grandstanding  

GrapheneOS Recommendation
For better privacy, consider using a Google Pixel phone running GrapheneOS, an open-source 
operating system endorsed by Edward Snowden.

For more information, visit the official: https://grapheneos.org/

Considerations:

• Limited access to official or paid apps.

• Potential functionality issues with certain applications.

One of the key reasons GrapheneOS is highly recommended for privacy-conscious users is the 
granular control it offers over your device's security and data access. Unlike typical Android systems, 
GrapheneOS gives you the ability to manage permissions at a much more detailed level, empowering 
you to precisely control what apps can access.

GrapheneOS allows features like contact scopes, which enable you to control which contacts 
individual apps can access. This way, you can limit apps from seeing your entire contact list, thereby 
reducing potential data leakage.

• No! THIS is a DeGoogled phone!  

Another Alternative
If a Pixel phone is not an option, other privacy-focused Android distributions like DivestOS can be 
considered. DivestOS is a custom ROM designed to run on a wider range of devices while stripping out
much of Google's tracking. Before opting for this, ensure your device is compatible by checking 
DivestOS's compatibility list.

https://divestos.org/
https://www.youtube.com/watch?v=nnLSWBBQSEU&t=612
https://grapheneos.org/
https://youtu.be/shxTTon5lfs
https://www.youtube.com/watch?v=Nug0KlQ9kVk
https://www.ndss-symposium.org/ndss2017/ndss-2017-programme/cross-browser-fingerprinting-os-and-hardware-level-features/
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Compartmentalization: Use Separate Devices
If your situation requires the use of a proprietary operating system, a strong privacy practice is 
compartmentalization—using two separate devices for different purposes. This method involves 
having one device for everyday tasks and another dedicated solely to sensitive activities. By isolating 
your sensitive actions on a separate device, you reduce the chances of linking your various identities 
and activities.

Why Compartmentalization Works:

• Separation of Data: By keeping your sensitive activities (such as encrypted communications, 
private browsing, or secure apps) confined to one device, you prevent everyday data from 
crossing over into your private activities.

• Minimizing Tracking: Even if your everyday device is compromised, the isolation of sensitive 
data on a separate phone makes it harder for attackers or trackers to link your actions across 
platforms.

Additional Key Practices:

• Dedicated Use: Use your primary phone for social media, browsing, and apps that may collect 
or track data, and keep your secondary device strictly for secure activities, such as encrypted 
communications or private apps.

• Avoid SIM Swapping: Never swap SIM cards between your devices, as this can create a link 
between your identities, compromising the privacy of compartmentalization.

• Separate Network Connections: For maximum privacy, avoid connecting both devices to the 
same home router or network. Sharing a network, especially one that logs device connections, 
could potentially expose both devices to tracking or cross-device identification. Use different 
networks for each device, such as connecting one to a home Wi-Fi and the other to mobile data 
or a VPN, to minimize risks.

• No Cross-Device Logins: Keep apps, accounts, and logins fully isolated between the two 
devices to ensure that your public and private identities remain separate.

Resources:

• https://en.wikipedia.org/wiki/Compartmentalization_(information_security)  
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Understand the Risks of Proprietary Software

Exposure of Contacts and Metadata
If your devices are compromised, your contacts and connected services are likely exposed as well. 
Applications like WhatsApp, Telegram, and Discord require access to your contacts and are not as 
secure as they claim, especially since they are proprietary software. These apps collect and store 
information from your contact list, including names, phone numbers, and email addresses. Even 
without a direct breach, your use of these apps can reveal associations between you and your contacts. 
This metadata includes such as who you communicate with, when, and how often can be collected and 
analyzed. This data can be used to map your social network and infer relationships, habits, and other 
personal information.

Proprietary software companies can be compelled by governments or other entities to share user data 
without informing the users. The closed nature of the software means such actions can occur without 
public knowledge.

References:
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Phone Numbers and Online Services: A Privacy Risk
Using your phone number to register for online services may seem convenient, but it can introduce 
serious privacy risks. When you provide your phone number to various platforms, you create trackable
links between your digital activities, which can be exploited by both companies and malicious actors. 
Even seemingly benign actions like signing up for a messaging app or social media platform can 
contribute to a broader profile of your online behavior.

Risks of Phone Number Registration:

• Tracking Across Services: Once your phone number is linked to one service, it becomes easier 
for other platforms or apps to identify you across multiple networks. This connection enables 
companies to build a detailed profile of your preferences, activities, and contacts.

• Targeted Advertising and Data Sharing: Many companies use phone numbers as unique 
identifiers, allowing them to track you even when you're not logged in. These identifiers can be 
used to serve targeted ads and even be shared or sold to third parties, extending your exposure.

• SIM Swap Attacks: Providing your phone number increases the risk of a SIM swap attack, 
where hackers trick your mobile provider into transferring your number to another SIM card. 
Once they control your number, they can hijack your accounts, intercept two-step verification 
codes, and cause damage.

https://stallman.org/discord.html
https://en.wikipedia.org/wiki/Telegram_(software)#Security
https://en.wikipedia.org/wiki/WhatsApp#Security_and_privacy


• Government Surveillance: In some countries, phone numbers can be tied to national ID 
systems, making it easier for governments to track and monitor your activities online. This is 
particularly concerning in areas with high levels of surveillance or restricted freedoms.

Privacy Erosion from Constant Connectivity:

Many proprietary applications require constant connectivity, often demanding access to your phone 
number as a verification method or as part of their terms of service. Apps like messaging platforms, 
social media networks, or even ride-sharing services may rely on phone number registration to track 
user behavior. These apps run in the background, sending data about your location, habits, and 
communications even when you're not actively using them.

The Danger: Once these apps are linked to your phone number, the connectivity they require can 
undermine your privacy efforts. For example, if a messaging app has access to your phone number, it 
can easily tie your contacts, location, and messages to a single identity. Even apps that claim to be 
privacy-focused may still require a phone number for verification, which creates a weak link in your 
overall privacy strategy.

How to Mitigate These Risks:

1. Avoid Using Your Primary Phone Number: Use alternatives like virtual phone numbers or 
temporary phone services when registering for online platforms, especially those that don't 
require constant access.

2. Opt for Services That Don’t Require a Phone Number: Some platforms, especially privacy-
focused ones, allow you to sign up without a phone number or provide alternative verification 
methods such as email-based registration.

3. Use Encrypted Messaging Apps: If phone number registration is unavoidable, choose apps 
like Signal (or Molly), which offer strong encryption and limit how much data is shared with 
third parties. However, even with secure apps, minimizing how often you share your phone 
number is important.

4. Enable Multi-Factor Authentication (Without Phone Numbers): Many services offer more 
secure 2FA methods like hardware tokens (NitroKey) or app-based authentication (such as 
KeePassDC or Aegis) that don’t rely on SMS codes.

For more insights into privacy concerns, especially regarding social networking and phone number 
registration, you can explore this article:

• https://en.wikipedia.org/wiki/Privacy_concerns_with_social_networking_services  

Mobile Phone Privacy Concerns
Cell phones have become essential tools for communication, connecting us to a vast network of cell 
towers and the internet. However, this convenience comes with serious privacy risks due to the inherent
tracking and data collection built into mobile technology. Understanding how these elements work can 
help you take informed steps to protect your privacy. While this subject is technical and requires some 
understanding, the references provided below offer deeper insights into these concerns.

https://en.wikipedia.org/wiki/Privacy_concerns_with_social_networking_services


1. Connection to Cell Towers
Every time your phone connects to a cell tower, it reveals your location. Here's how:

• Location Disclosure: Cell towers cover specific geographic areas. As you move, your phone 
automatically switches between towers to maintain a strong signal, a process known as 
"handoff."

• Triangulation: Service providers can triangulate signals from multiple towers to pinpoint your 
location with high accuracy.

• Data Logging: Your location data is logged by service providers, creating a detailed record of 
your movements over time.

• Potential Risks: Authorities or unauthorized parties with access to this data can track your 
location in real time or analyze your movement patterns.

2. Routing Through Network Infrastructure
After connecting to a tower, your communications are routed through various network components:

• Multiple Points of Exposure: Data passes through cables, switches, and additional towers, 
each representing a potential interception point.

• Encryption Vulnerabilities: While communications are encrypted, flaws or outdated protocols 
can be exploited by hackers or government agencies to access your calls, texts, and data.

• Metadata Logging: Carriers routinely log metadata—including who you communicate with, 
when, and for how long—even if the content is encrypted.

3. Device and SIM Card Identification
Your phone is uniquely identified on the network through two key identifiers:

a. IMEI (International Mobile Equipment Identity)
• Device Identification: The IMEI is a unique number assigned to your physical device.

• Persistent Tracking: Even if you change SIM cards, the network can recognize your device via
the IMEI.

• Privacy Implications: Continuous monitoring is possible, making it difficult to avoid tracking 
by simply swapping SIM cards.

b. IMSI (International Mobile Subscriber Identity)
• Account Identification: Stored on your SIM card, the IMSI links your mobile account to the 

network.

• Security Risks: If someone obtains your IMSI, they could clone your SIM card or impersonate 
you, leading to identity theft or unauthorized access.



Key Privacy Risks

Location Tracking
• Continuous Monitoring: Carriers and government authorities can use cell tower data to track 

your location over time.

• Personal Insights: Location history can reveal sensitive information like home and work 
addresses, routines, and personal associations.

• Legal Access: In some regions, authorities can access this data without a warrant.

Metadata Collection
• Behavioral Profiling: Metadata can be analyzed to infer relationships, habits, and preferences.

• Third-Party Access: This information may be sold to advertisers or data brokers, or used for 
surveillance.

SIM and Device Tracking
• Anonymity Undermined: Dual tracking via IMEI and IMSI means both your device and 

identity are constantly monitored.

• Ineffective Countermeasures: Changing SIM cards doesn't prevent tracking since the IMEI 
remains the same.

• Mandatory Registration: Many countries require SIM cards to be registered with personal 
identification, eliminating anonymity.

Regulatory and Law Enforcement Access
• Data Retention Laws: Service providers are legally required to store user data for a certain 

period.

• Surveillance Without Consent: Your communication and location data may be accessed by 
authorities without your knowledge.

• Risk of Data Breaches: Stored data is vulnerable to hacking, exposing personal information to 
malicious actors.

Resources:

• https://www.privacyinternational.org/long-read/3018/timeline-sim-card-registration-laws  

• https://ssd.eff.org/module/mobile-phones-location-tracking  

• https://en.wikipedia.org/wiki/Mobile_security  

• https://en.wikipedia.org/wiki/International_Mobile_Equipment_Identity  

• https://en.wikipedia.org/wiki/Mobile_phone_tracking  

https://en.wikipedia.org/wiki/Mobile_phone_tracking
https://en.wikipedia.org/wiki/International_Mobile_Equipment_Identity
https://en.wikipedia.org/wiki/Mobile_security
https://ssd.eff.org/module/mobile-phones-location-tracking
https://www.privacyinternational.org/long-read/3018/timeline-sim-card-registration-laws


• https://en.wikipedia.org/wiki/Stingray_phone_tracker  

• https://en.wikipedia.org/wiki/IMSI-catcher  

• Cell phones are ‘Stalin’s dream,’ says free software movement founder  

• 'State of Surveillance' with Edward Snowden and Shane Smith  

• Why I don't use a SIM card and neither should you  

Password vs Passphrase
When it comes to securing your digital life, one of the most important steps you can take is to shift 
from using passwords to passphrases and avoid reusing the same credentials across devices and 
accounts. A passphrase is a longer, more complex string of words or characters that is both easier to 
remember and harder to crack compared to a traditional password.

Why Choose Passphrases Over Passwords?

• Passphrases Are Stronger: Passphrases are typically longer, making them harder to guess or 
brute-force. A combination of random words, characters, or phrases creates a passphrase that is 
far more secure than a short, complex password.

• Easy to Remember: While passwords require a mix of characters, numbers, and symbols that 
are difficult to recall, passphrases can be made up of simple, unrelated words that are much 
easier to remember while still offering superior protection.

• Password Fatigue: Many users fall into the trap of reusing passwords across multiple accounts.
Passphrases reduce the temptation to do this because they can be personalized and easy to 
manage with the right tools.

Management and Tools:

• https://keepassxc.org/  
• https://www.nitrokey.com/products/nitrokeys  

Second-Factor Authentication (2FA):

While passphrases add a strong layer of protection, it's important not to rely on basic two-step 
verification methods like SMS or email-based codes, as these can be compromised via phishing or SIM
swap attacks. Instead, consider using second-factor authentication (2FA) methods that rely on more 
secure protocols like TOTP (Time-Based One-Time Passwords) or U2F (Universal 2nd Factor).

• TOTP: Apps like Aegis or KeePassXC's built-in TOTP generator can provide time-based, one-
time codes that change every 30 seconds, adding a dynamic layer of protection.

• U2F and Hardware Tokens: Consider using hardware keys like NitroKey for U2F (Universal 
2nd Factor) authentication, which provides a physical second factor that cannot be easily 
replicated or stolen online.

Further Reading on Password and Passphrase Security:

• https://en.wikipedia.org/wiki/Passphrase  

https://en.wikipedia.org/wiki/Passphrase
https://www.nitrokey.com/products/nitrokeys
https://keepassxc.org/
https://www.youtube.com/watch?v=4Dei2buz1X0
https://youtu.be/ucRWyGKBVzo
https://www.networkworld.com/article/721767/software-cell-phones-are-stalin-s-dream-says-free-software-movement-founder.html
https://en.wikipedia.org/wiki/IMSI-catcher
https://en.wikipedia.org/wiki/Stingray_phone_tracker


• https://www.explainxkcd.com/wiki/index.php/936:_Password_Strength  
• https://en.wikipedia.org/wiki/Password_strength  
• https://haveibeenpwned.com/Passwords  
• https://www.eff.org/deeplinks/2017/09/guide-common-types-two-factor-authentication-web   
• https://en.wikipedia.org/wiki/Multi-factor_authentication  
• https://en.wikipedia.org/wiki/Universal_2nd_Factor  

Additional Tools and Resources
To further secure your communications and protect your anonymity, it’s crucial to utilize tools that 
prioritize decentralization and encryption. Below are some recommendations for privacy-focused 
applications that can help you maintain control over your data and minimize your digital footprint:

Cwtch is a decentralized, privacy-preserving, multi-party messaging protocol that can be used to build 
metadata resistant applications.

— https://docs.cwtch.im/

Ricochet-Refresh is an open-source project to allow private and anonymous instant messaging.

— https://www.ricochetrefresh.net/

Briar is an open-source messaging app designed for activists, journalists, and anyone else who needs a 
safe, easy, and robust way to communicate.

— https://briarproject.org/

OnionShare is an open-source tool that lets you securely and anonymously share files, host websites, 
and chat with friends using the Tor network.

— https://onionshare.org/

VeraCrypt is a free, open-source utility that provides on-the-fly encryption for your files and data.

— https://www.veracrypt.fr/en/Home.html

Relevant Resources for Privacy
• https://www.privacyguides.org/en/  

• https://www.eff.org/issues/privacy  

• https://stallman.org/  

• https://www.nitrokey.com/  

• https://github.com/pluja/awesome-privacy  

• https://en.wikipedia.org/wiki/Citizenfour  

https://en.wikipedia.org/wiki/Citizenfour
https://github.com/pluja/awesome-privacy
https://www.nitrokey.com/
https://stallman.org/
https://www.eff.org/issues/privacy
https://www.privacyguides.org/en/
https://www.veracrypt.fr/en/Home.html
https://onionshare.org/
https://briarproject.org/
https://www.ricochetrefresh.net/
https://docs.cwtch.im/
https://en.wikipedia.org/wiki/Universal_2nd_Factor
https://en.wikipedia.org/wiki/Multi-factor_authentication
https://www.eff.org/deeplinks/2017/09/guide-common-types-two-factor-authentication-web
https://haveibeenpwned.com/Passwords
https://en.wikipedia.org/wiki/Password_strength
https://www.explainxkcd.com/wiki/index.php/936:_Password_Strength


Conclusion
In an era of mass surveillance, data breaches, and invasive tracking, safeguarding your privacy is more 
than a choice—it’s a responsibility. Although technology offers immense benefits, it also introduces 
vulnerabilities that threaten your personal security. By adopting privacy-respecting tools, 
compartmentalizing sensitive activities, and staying informed about the risks, you can meaningfully 
reduce your exposure to unwanted surveillance.

While no solution can guarantee absolute privacy, the strategies discussed—from using open-source 
operating systems like GNU/Linux, to secure communication methods like Cwtch, Ricochet-Refresh 
and Briar—empower you to make informed decisions about your digital footprint. Ultimately, privacy 
is an ongoing process of vigilance and adaptation. In an interconnected world, proactive measures are 
essential to protect your rights and secure your digital identity. Stay informed, use the resources 
available, and take control of your privacy before someone else does.


	Assume Your Devices May Be Compromised
	Start Fresh: Install a Secure Operating System
	For Windows Users: Switch to GNU/Linux
	Installation Guide
	For Mac Users: Limited Options

	Alternative Option: Use Tails OS
	What Is Tails OS?
	Tutorial

	Conventional Security Measures May Not Suffice
	Why Running GNU/Linux in a VM on a Proprietary OS Won't Protect Your Privacy
	Why It Doesn't Work:
	The Inverse is Different:
	Why QubesOS Makes Sense:

	Secure Your Network Equipment
	Update Your Router
	Consider Open-Source Router Firmware Alternatives
	An Interesting Take on Plausible Deniability: Bruce Schneier’s Open Wi-Fi
	Why an Open Wi-Fi Network?
	Is This a Good Idea for Everyone?
	Plausible Deniability vs. Security:


	Be Aware of Advanced Threats
	Physical Access and Unknown USB Devices

	Internet Service Provider (ISP) Surveillance
	Email Security Limitations
	Browser Recommendations
	Mullvad Browser
	Tor Browser

	Best Practices When Using Privacy-Focused Browsers
	Understanding Tor's Purpose
	Anonymity vs. Privacy
	Website Compatibility
	Further Reading


	Be Aware of Cross-Browser Fingerprinting
	Fingerprinting Techniques
	Study Reference:


	Privacy-Focused Mobile Operating Systems
	Reconsidering Proprietary Mobile Operating Systems
	GrapheneOS Recommendation
	Another Alternative
	Compartmentalization: Use Separate Devices
	Why Compartmentalization Works:
	Additional Key Practices:


	Understand the Risks of Proprietary Software
	Exposure of Contacts and Metadata

	Phone Numbers and Online Services: A Privacy Risk
	Risks of Phone Number Registration:
	Privacy Erosion from Constant Connectivity:
	How to Mitigate These Risks:

	Mobile Phone Privacy Concerns
	1. Connection to Cell Towers
	2. Routing Through Network Infrastructure
	3. Device and SIM Card Identification
	a. IMEI (International Mobile Equipment Identity)
	b. IMSI (International Mobile Subscriber Identity)

	Key Privacy Risks
	Location Tracking
	Metadata Collection
	SIM and Device Tracking
	Regulatory and Law Enforcement Access
	Password vs Passphrase
	Why Choose Passphrases Over Passwords?
	Management and Tools:
	Second-Factor Authentication (2FA):
	Further Reading on Password and Passphrase Security:


	Additional Tools and Resources
	Relevant Resources for Privacy

	Conclusion

